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USING THIS DOCUMENT

This document provides detailed user guidelines for AWUS036H
USB Adapter operation and setting-up. Though every effort has been

made to ensure that this document is up-to-date and accurate, more information
may have become available subsequent to the production of this guide.
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Chapter 1 Introduction

Thank you for purchasing AWUS036H USB Adapter.
AWUSO036H USB Adapter is a perfect combination of both
performance and cost-effective product introduced. It is sincerely hoped that you

can enjoy the wireless world through this solidly profiled wireless adapter.

It provides a full solution of all the IEEE 802.11 b/g protocols, that

pass the WiFi tests and are compatible with all the wireless

products with WiFi logo. If you have a AWUS036H USB Adapter
on hand, it means you can connect to the wireless world without any
difficulty.

It also provides all the data rates in the IEEE 802.11 b/g standards, with
both short and long preambles to ensure the compatibility of legacy wireless
products and new ones, saving the panic works for end users to find
compatible products.

Since the security issue has become one of the most important one in the wireless

society, it provides you with the full security coverage from the 64/128bits
WEP encryptions, second generation WPA-PSK encryption, to the most
advanced WPA2-AES encryption. WPA?2 is the latest security standard currently

approved by WiFi standards.

Saving mode, Adhoc wireless Lan, Wake on Lan (WOL) and other exciting
features are also included in this AWUSO036H USB Adapter. This user manual will

guide you through these exciting features in the following chapters and we is believed

that you will be greatly satisfied with its performance and ease of use.

Notice : The changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to

operate the equipment.

IMPORTANT NOTE: To comply with the FCC RF exposure compliance requirements, no change to the antenna or the device is
permitted. Any change to the antenna or the device could result in the device exceeding the RF exposure requirements and void user’s

authority to operate the device.



Chapter 2 Specifications

Host system connections

Interface

Fully complies with USB 2.0 or 1.1

USB date transfer rate

USB high speed (480Mbps), and full speed (12Mbps)

Wireless LAN (WLAN) environment connections

WLAN Interface

Multimode features

Fully complies with IEEE 802.11 b/g specifications

WLAN transfer rate

802.11 b:DQPSK with data scrambling capability to

provide data rate of 1,2,5.5 and 11Mbps

802.11 g:A high-speed Fast Fourier

Transform(FFT)/Inverse Fast Fourier Transform(IFFT)

provide data rate of 6,9,12.18,24,36,48 and 54Mbps

WLAN Frequency Band

2.4 ~ 2.497 GHz ((Industrial Scientific Medical Band)

Operation Channel

Channel 1 ~ 11

Coverage Area

Indoors: 1001t with straight path

Compatibility Fully compatible to IEEE 802.11 b/g devices

Securit Hardware-based IEEE 802.111 encryption/decryption
Y engine, including 64-bit/128-bit WEP, TKIP, and AES

Antenna Detachable dipolar antenna

SYSTEM REQUIREMENTS

Windows System : Windows 98SE, Me, 2000, XP or Windows 64bit.
PCs must have a device driver installed. It allows you to communicate
with WLAN Mini USB Adapter.

PACKAGE CONTENTS

1.AWUSO036H USB Adapter

2.Installation Software C
3.USB Cable




Chapter 3 Installation/ Uninstallation

Warning! Do not cover or block the airflow to the adapter. The adapter will reach a high temperature during use.

3.1 Installation

Before you proceed with the installation, please notice the following descriptions.
Notel: The following installation was operated under Windows XP.
(Proceduresare similar for Windows 98SE/Me/2000.)

Note2: If you have installed the WLAN USB driver & utility before, please uninstall
the old version first.

1. Do not plug the wireless LAN USB adapter into your computer USB port before installing the software
program .

Insert the software program CD , then auto installation window pops up on following:

2. While the following screen pops out, click [RIg\I g I EUFE o]y



3. Click Driver Installation

4. Choose a set up language. Click Next to process the installation.

REALTEK USE Wireless LAN Driver and Utility - InstallShield Wizard

Chooze Selup Language

Irsherf| et ' -:.E.a-i | Hets | [——




5.

The system starts software installation of the WLAN USB adapter.

REALTEK USB Wireless LAN Driver and Utility

Selup Slatus

REALTEE USE 'Wielass LAN Dinvar and Uty & configuing you e soltwaie insd allation

Inslaling

Irstel 4 ' | [Cacel |

On Windows Logo Software Installation screen, click Continue Anyway to continue.
Note: Not all the drivers will have this message box.

Hardware Installation

' E The =oftware you are inztalling far thiz hardware;
-l

Fealtek RTLE187 Wirelezz 802119 54kbpz USE 2.0 Metwark
Adapter

has not paszed “Windows Logo testing to verify it compatibility
with YWindaws =P, [Tell me wh this besting iz important. |

Continuing your installation of this software may impan
or destabilize the commect operation of your zystem
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
pazsed Windows Logo teshing.

c Continue Argsay H STOP Installation |




7. Click Finish to complete the installation.

REALTEK LISB Wireless LAN Driver and Utility

IngtallShiekd Wizard Complete

Selun hat finithed inslaling REALTEE. USE \winelez: LAH Diived ard Uiy ooy pows compuiier.

po— - == g -
Irsterl %l s Back iT {Firizh cancal |

8.  After click Finish to comI[\)IIete the installation , under Windows XP <ALL Programs> menu ,
Utility program installed.

REALTEK USB wireless LA

,a ‘ dip987-English

Internet My Documents
é Internet Explorer ,J ’
3 E-mail bMyRmtDm.ments L
d Ongtlook Express =

% Windows Catalog

“ MSH Explorer @ Windows Update

o & [ »
@ Windaws Media Fia E'!:D i

) Capture Shudio k
@ Windows Mowvie Maks) @ Games k

52 REALTEK USE Wireless LAN Uity
B uninstal

Ml REALTEX LISE Wireless LAN Utilky
(0] Realync 3
| @ startup »
- &4 Internet Explorer

%) ©utlook Express
o Pemote Assistance
& windows Media Player
R windows Messenger

@] Log Off |E| Turn OFf Computer

9. Insert the wireless LAN USB adapter into your computer USB port , the computer detected and
active the wireless LAN USB adapter automatically.



3.2 Uninstallation

From “Wireless Network Driver and Utility” or “Control
Panel” ”Change or Remove Programs”.

A. Uninstall the WLAN USB Adapter Driver from “Start”

Click “Uninstall” (or “Change/Remove”) to remove
Wireless LAN USB Adapter driver.

&3 E-mail

LJJ Cutlook Express
‘g MSh Explorer
® Windows Madia Playd
‘;m Windowes Maovie Maks
@ Tour ‘Windows ¥P

E- '#L;n;duws Catalog »
& Windows Update

@ Accessarias
M) Capture Studio *
@ Gares 4

rﬁ! REALTEK. LISE Wiredess LAMN Litilky

ﬁ'_!'] RealhiiC ¥k :1‘ Lininstall
) startup 3
& Internet Explorer

W msn Explorer

L‘_'ﬂ Cutlook Express

i PRemote Assistance
E Windows Media Player

S5 REALTEK USE Wireless LAN Uty

“All Programs”

Changeor | ol Caphure Studia 2.6

Prografs REALTEE USE Wireless LAN Driver and LRility
,3 Clcke harn for suppert pdormption,
Bdd hew T changs this program or remdree & from your comgates, did Change of Remove,

B VMC Enterpeies Eddion E4,3.2

E:! 450 vhC Mieror Dibvar 1.7.1

%j. Currently installad programs: Sort b | pane e




REALTEK USB Wireless LAN Driver and Utility - Install5hield Wizard

Prepamm

i
st vl

Irsstart{iid ' | Cancel

B. Click “OK” if you want to remove Wireless LAN USB Adapter
Driver .

Confirm Uninstall

Do ol wank to completely remove the selecked application and all of its featuresy

[ Ok ] [ Cancel

Mo removing the Wireless LAN Driver and Ltility
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C. Click “Finish” to complete the uninstallation.

REALTEK USE Wireless LAN Driver and Utility

Mainlenance Complete

IrestallS sl W izaed bas firished paifoimeng mainienancs opssahors on REALTEE USE YWesles
LaN Durver and Ly,

Irrstef|Sepieled cBack [Fran [IR——
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Chapter 4 Rt WLAN: Wireless LAN Management GUI

4.1 Introduction of Main Window

REALTEK USB Wireless LN Utility

esh{R) Set Wizard{S) Mode(M) Wiew(d) Aboukid)

H = i MyComputer General | Profile | Available Metwork, | &dvanced || Status | Statistics | Easy Config
A. Main Menu K <& Realtek RTLE187 Wi

Status: Associated Throughput:

Speed: 54 Mbps "
Type: Infrastructure C. Pl’Opertles Area

Encryption: AES T:0.00%, Tatal:0.00%
S5I0: Test - AP

sigrel strength: (I RNERNANNRNANNRNANARNANANNANINY o

B. Adapter List Area

ink Quaity: (FENERNENNRNANDRNANDNNENDIND ) o,

Metweaork Address:
Mac Address: 00:CO:CADL:7AIYE
P Address: 192.168,1.13
Subnet Mask:  255.255,255.0
Gatenway: 192.168.1.10

Rehlew P
D. Global Control Bar
< 3 —— 1|
E. Status Bar [l show Tray Ican [IDisable Adapter / Close
Radio Off [Dwirdows Zero Config
Ready UM Il

A. Main Menu
The main menu includes five submenus.
1.Refresh(R)
When clicking the refresh menu, you can update and re-enumerate the contents

of adapter list area.

12



2.Set Wizard(S)
2.1 Wizard-1

Click Set Wizard(S) menu to enter operation wizard. Click AP: Setup a wireless network.

To configure Access Point parameters. Next to continue. Cancel to leave wizard

kin AP or Station Mode.

O Station [infrastructure): Connect to a wireless network through the AP.

(O Station [ad hoc): Connect to computer-to-computer network.

@ AP: Setup a wireless network.

-

2.2Wizard-2

User defines wireless network Name [SSID](less than 32 characters). User may skip wireless

security. Strongly recommend user to setup wireless security to avoid invalid users. Back to go
previous. Next to continue. Cancel to close wizard.

e mode parameter.,

Network Name[SSIDJ: WLAN_AP
The SSID can be discovered by network sniffing.

By detault, the SS5ID is part of the packet header
for every packet sent over the WLAN.

WEP Encryption: M
Wired Equivalent Privacy - makes 802.11b wireless LANs
more secure. YWEP is a protocol that adds security to
wireless local area networks [WWLANs] based on the
802.11b standard.

2.3Wizard-3

This page shows SSID & Security settings Back to go previous Next to continue.
Cancel to close wizard.

e parameter.

Network Name([SSID] : WLAN_AP
Network Key : |

- —
KT R e
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2.4Wizard-4
Select device that connects with internet. Back to go previous. Next to continue.
Cancel to close wizard.

ConnName Device Name
fdlLocal Area ...  Realtek RTL8139 Family PCI Fast Ethernet NIC
#1 Local Area ... Planex FNW-9702-T Fast Ethernet Adapter

2.5Wizard-5
Show all settings under AP mode. Click Finish to complete wizard setup.

RT-Set

— -
C |reparameter.

Network Name[SSID] : WLAN_ AP

Network Key :

The internet connection :

Realtek RTL8139 Family PCI Fast Ethernet NIC

-




3.Mode (M)
Wireless configuration is quickly switched to be either [Station] or [AP].

REALTEK USB Wireless LAN Utility
Eefresh(E)  Set Wizard(s) Bl N View(W)  About(a)

= 9 MyComputer v Station Profile | Available Network | Advenced | Statos [ Statistics | Easy Config
Realtek RTL8LS7 Wi

Access Point Status: Associated Throughput:

| Smmds EA Ml

4 View (V)

Enable/disable the presence of E. Status Bar. Without the check mark (v) the E. Status Bar will
be hidden.
5.About(A)

Click the “About” to show the about dialog. The application version and license information are
shown in the about dialog.

- [o/x]

= 'ﬂ My Cannpuker
<& Realtek RTLE187 Wit

General I-F'n:ufile-i: Available Metwork | Advanced | Status; | Statistics ' Eazy Config)|

Status: Associated Throughput:

Speed: 34 Mbps
Type Infrastructure

Encryption; AES To:0,01%, Total:0.01%
SCI0: Test - AP

.@ REALTEE USE Wireless LAN Ttility
& Version 402.1470.518 2007

Copoyright (c) 2003-2007

Gateway, 192.168.1.10
| RelewIP |
b | 2
Shiowe Tray Icon [ Disable Adapter
[ Rradio Off [windows Zero Config

Ready LR




B. Adapter List Area

All connected adapters on this system with multiple adapter installations are displayed in
this area. It is easy for users to change tﬁe selected adapter by one click. The contents 0112
properties area are dependant on wireless configuration that the selected adapter is set up. If
only single adapter is installed on the system, only one adapter is always selected.

REALTEK USB Wircless LAN Urility

Refresh(R) Set Wizard(8) Mode(M) View(V) Ab
= j ter General | Profile
RTLB1E7 Wireless 802..

=1
=

Encry

Signal Stre

Link Cn
Metwaork Adc

4 2|«
Show Tray Icon [ pisable Ad
[ radin off [Cwincdowes ;

Ready

C. Properties Area

The contents of this area are dependent on current wireless configuration. The current

configuration is determined on previous explanation of submenu “Mode”. The more detailed

contents are described in the following wireless configuration sections for both Station and AP
mode. General | Profile || Available Metwork | &dwanced | Status || Statistics | Easy Config

Status: Assodated Throughput:
Speed: 54 Mbps
Type: Infrastructure

Encryption:  AES Ti:0.00%, Total:0,00%
S5ID: Test - AP

Signal Strength: [llllllllllllllllllllllllllllllq 100%

Lirik: Quality: [IIIIIIIIIIIIIIIIIIIIIIIIIIII l 200y,

Metwiork Address:
Mac Address: 00:CO:C&01:7A:FE
IP Address: 192.168.1.13
Subret Mask:  255.255.255.0
Gateway: 192,168.1.10

Retew IP

16



D. Global Control Bar

Shiow Tray Icon [IDisable Adapter

[JRadio Off [Cwwindows Zero Corfig

Each control item on this bar affects the adapter or management GUI directly.

Show Tray Icon
Checking "Show Tray Icon" and clicking “Close” button, the management GUI will be
minimized and stay on the tray icon located at the right bottom corner of Windows. If not,
management GUI will shut down while clicking "Close" button with unchecked condition.

[l Show Tray Icon [pisable Adapter

[Jradio off indows Zera Canfig

U=V e T 0650
(CIREIREN V2!

| »=

Radio Off
Turn off the radio to save power. While the radio is off, the links with other wireless network
nodes are disconnected. User should be aware that while the wireless configuration is in AP mode. The

radio off will cause the sub network belonging to the AP to be disconnected with internet/intranet.

Disable Adapter

Stop wireless USB device.

REALTEK USB Wireless LAN Utility
Refresh(R)  About{A)

= ¥ MyComputer
<8 Realtek RTLS1S7 Wireless 802.

Realtek Wireless LAN Configuration Utility
i Realtek Semiconductor Corp.
Copyright [c) 2003-2007

< ¥ | >
Shiowe Tray Iron Disable Adapter
Ready NI

17



Windows Zero Config

Switch utility to Windows XP default wireless setting tool.
REALTEK USB Wircless LAN Utility

Eefresh(R)  Set Wizard(8) Mode(d) WY N About(4)
= W MyCompiter General | fvailable Network | Advanced | Status | Statistics
<& Realtek RTLBLB7 Wireless 802..
Status: Mot Associated Throughput:
Speed: MNfA

Type: Infrastructure
Encryption: MNj&
SSID:

Sighal Strength:

Link Quality: [ ]
Metwaork Address:

Mac Address: 00.COiCADLTATE
1P Address: 0.0.0.0

Subnet Mask: 0.0.0.0
Gateway:

< | EIES | B
[#]Show Tray Icon [Disable Adapter
[CIRadio Off [“1windows Zero Canfig
Ready WM
Connect to Wireless Network |2|[z|
The fallowing network(z) are available. To access a netwark, select General | *Wireless Nebworks | Authentication | Advanced
it from the lizt, and then click Connect.
dvalable retmors: IJze Windows to configure my wireless network, zettings
1 TEST1-AP e Ayailable netwaorks:
1 TESTZAP To connect to an available nebwork, click Configure.
i Test-AP — i TEST1-4FP #
=z £
= 1 TESTZ24P

i Test-AP -

| | Prefered netwiorks:

Autamatically connect ta available nebworks in the arder listed
[f wour are having difficully connecting b0 a netwark, click Advanced. bl

‘.ﬁ.dvanced...’ Connect ][ Cancel ]

.
‘ Add..

Learn about zetting up wireless nebwork,

P  configuration.

[ OF. l[ Cancel ]

Close

Whether to check or uncheck "Show Tray Icon" is to shutdown or hide the management
GUL

E. Status Bar

The hints or status of the management GUI are presented in the status bar.

Feady
18
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4.2 Station Mode

The following explanations focus on the properties area.

REALTEK USB Wireless LAN Utility

RefreshiR)  Set Wizard(3) Nkl
=] j My Compuker W Station

)

£ ?
Shiowe Tray Icon
[Rradio off

Wiewiy)  About{a)

file | Available Network | Advanced | Status | Statistics | Easy Config

< Realtek RTLE1E  Access Point

Status: Associated

Speed: 54 Mbps

Type: Infrastructure
Encryption: AES

SSID: Test - AP

Throughput:

Ts:0,00%, Total:0.08%

signal strength: | WENNANNANANNANNANRNNANONNANNNNN oo

tink quaity: (RNRNENENERNANANANNNNNNNNEND oo

Metwork Address:

Mac Address:
IP Address:
Subnet Mask:
Gateway:

00:CO:CAOL: 7 A YE
192,168.1.13
255.255.255.0
192,168.1,10

ReMew IP

[Jpisable Adapter

[windows Zero Config

Close

MUM

Infrastructure and Ad-Hoc

With both Infrastructure and Ad-Hoc types, the properties should look like the picture above. Six
property pages present different information of current wireless network status. Please read the
following explanations before you reviewing these pages, it could help you to well understand the
wireless environment around the system. It is easy to use to switch property pages just by clicking left

button of mouse on the title of each page. The following six sections describe detailed information of

each page.

19




A. General Page

This page represents the general information of this adapter.

General | Profile

Status:
Speed:
Type:
Encryption:
S510:

Awailable Metwork || Advanced || Status | Statistics | Easzy Config

Assodiated Throughput:

54 Mbps
Infrastructure

AES
Test - AP

Tx:0.00%, Total:0.00%:

Signal Strength: [ ] 1009,

Lirik Qiality: [ ] 59%

Metwiork Address:

Mac Address: D0:COiC&01: 74 7E

IP Address: 192.168.1.13
Subnet Mazk: 255.255.255.0
Gateway: 192.168.1.10
| Refew TP
1. Status
The status of station connection to AP.
2. Speed
Current transition speed in Mbps (Mega-Bits-Per-Second).
3. Type

Current wireless LAN configuration type.
4. Encryption
Current encryption mode used.
5.SSID
Name of wireless network.
6. Signal Strength

The average signal quality of packets received from wireless network.

We recommend connecting AP with over 70% signal strength.

7. Throughput Diagram

Current throughput, including transmission (Tx) and total traffic (Total).
8. Network Address
Mac Address: six two-digital number of this Wireless LAN USB adapter
IP Address: assigned network address by DHCP server or

self-definition in four three-digital number format.

Subnet Mask: the only valid value is 2555.255.255.0

] Gateway: It comes from connected AP. Your system can not

connect internet with this field empty.

20



B. Profile Page
This page provides profiles management such as add, remove, edit and duplicate
just by pressing the respected button.
Available Profile(s)
The list box shows all the created profiles.

General | Profile | svailable Metwork || Advanced | Status | Statistics | Easy Config

Available Profileis)

Profile Name 551D [ Add |
() Test - AP Test - &P
[ Remaove ]
[ Edit |
[ Duplicate ]
[ Set Default ]
< >
1. Add
Add a new profile for AP or IBSS (Ad-Hoc mode).
2. Remove
Remove the selected profile.
3. Edit
Edit contents of selected profile.
4. Duplicate

Make copy of selected profile.

5. Set Default

Set the selected profile as default selection.

6. Available Network Page

This page presents all BSS, including AP and IBSS, around this

system. You can pick any one of these network connections.
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C. Available Network(s)
Show network connection around this system
General | Profile | Awvailable Network |.t'-‘-.|:|vanceu:| Statuz || Statistics | Easy Config

Lyailable Metwork(s)

Double click on itern to joinfcreate profie.

SSID Channel  Encryption = Metwork Authentication

' TESTZ-2P & Mone Unknown

@Tezt - AP 10 TEKIPFAES  WPA Pre-Shared EKey(...

45 2
Refresh Add to Profile

Hote

1. Refresh
Rescan network connection around this system.
2. Add to Profile

Create profile for selected network connection and add it to to profile list.

D._Advanced Page
| General | Profle | Available Netwaork | Advanced | Statuz | Stalistics | Easy Coniig

W 2432
-

SR L

_Pawer Save Turbo Made Fragment Threshold: 2346

@ Nengl IOFF - : .

) Min OoN M|

O Max & AUTD .
802.11a/b ¥ RTS Threshold: | 2347
&2.11b Wireless Mode: -
EIERECI — 502.11g/b

Preamble Mode: WR.
Auto b . w Plaase Input MAC Addrecs:
Lorg
o || cramelpen e
LR FCC v

Wake Up
PSP XLink Mode i
[J¥Lirk Enabie

Set Defauits || Apply

22
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1. Power Save

None: without power save function.

Min: wake up more frequently to receive packets.
Max: wake up less frequently to receive packets.
2. Wireless Mode

802.11b
802.11g/b

3.802.11b Preamble Mode

Long: higher quality but with lower

performance than preamble short mode.

Short: Normal quality but with higher

performance than preamble long mode.

Auto: use the preamble mode of current.

BSS.

4. Fragment Threshold

The threshold of fragment length. Higher threshold increase data transition
performance with good signal quality. However, in a poor signal quality
environment, data throughput might be worse on high fragment threshold

than low fragment threshold.

5. RTS Threshold
Threshold of Request To Send mechanism. The RTS frame will not send out

until the packet size over threshold.

6. WOL (Wake On LAN)

The wake-on-LAN is applied for remote control purpose. You could wake up a
system through network packets. For Wireless LAN USB Adapter, only the same

adapter on another system could wake it up.
Input MAC Address: the six two-digit numbers of Wireless LAN USB Adapter
on target system.

Wake Up: click this button to wake it up .
7. Set Defaults
Restore the default value to be current settings.
8. Apply
Apply the current settings to GUI.



E. Status Page

General | Profile | Awailable Metwork | &dvanced | Status | Statistics | Easy Config

Manufacturer = Realtek

OIS Driver Version = 5,1293.518.2007
Short Radio Header = Mo

Encryption = AES

Authenticate = WPAZ-PSE
Channel Set = FCC

MAC Address = 00:CO:CADL 7AFE
Data Rate (ALUTO) = 54 Mbps

Channel (Frequency) = 10 (2457 MHz)
Status = Associated

SSID = Test - AP

Metwork Type = Infrastructure
Power Save Mode = Maone

Associated AP MAC = 00 CO:CeB8185:21
Up Time (hh:mm:ss) = :47:09

NDIS Driver Version: Driver version
Short Radio Header: No

Encryption: Current encryption mode.
Authenticate: Authentication state

Channel Set: Selected channel plan currently.
MAC Address: MAC address of this adapter.

Data Rate: Wireless LAN transition speed
Channel(Frequency): Current channel number

Status: Wireless network status

SSID: name of connecting AP

Network Type: Indicate current network configuration type
Power Save Mode: Current setting power save mode
Associated AP MAC: MAC address of connecting AP
Associated AP IP: IP address of connecting AP

Up Time: Total connection time

24



F. Statistics Page
You could watch the Tx/Rx status of current wireless connection. This page

shows a statistic analysis of packet transition.

| Genesal | Profile | Available Network | Advanced | Status| Statistics | Easy Config|

Counter Marne Walue
T Ok 2892
Tx Error 1]
R K 21
Rx Packet Count 21
R Retry 11
R ICW Error 1]
[ Reset |

25



4.3 AP Mode

A. General Page
This page provides general information of this AP, including name,

MAC address and list of joined stations.

General | Advanced | Statistics | ICS

SSID:  english-jxlgblr_AP
BSSID: 00:CO:CA:01:7A:74

Association Table [ Config ]
AID Mac Acdress Lifie Time
1. SSID
The name of this AP.
2. BSSID

Six two-digital numbers of the MAC address of this AP.
3. Association Table

It is the list of joined stations to this AP.

4. AID (Association I1D)
The AID field is a value assigned by an AP during association that represents

16-bit ID of a station. It is a unique value assigned by AP.

5. MAC address

It is the six two-digit numbers that assemble the MAC address of respected joined station.
6. Life Time

It is the timer that counts down from 10 minutes whenever the AP connects

the station successfully. If an STA associated to SW AP does not have any
interaction with the AP in 10 minutes, it will be disassociated from the

Infra-structure BSS.

26



7. Config

A dialog of this AP is shown for configuration modification.

Wireless Network Properties:

Prafile Mame:

Metwork Mame(S5IDY: | endlish-jxiqblr_aR

Channel: |1 (2412MHz) » | [ AUTO Channel
Wireless network security

This network requires a key For the Following:

MNetwork Authentication: | Open System | == — Open Syskem %

Data encryption: | pisabled b

key index (advanced):
Mebwork kew:

Caonfirm nebwark ke

7.1. Network Name (SSID)
Name of the AP searchable by other wireless nodes. The length of SSID
should be shorter than 32 characters.

7.2. Channel
Select the wireless channel within current channel plan.

7.3. Network Authentication & Data Encryption

There are three types of authentication:
m  Open System

It is combined with data encryption type to be WEP or to be disabled.

Encryption ~ disabled: you decide to open this AP to every one
without network authentication.

Encryption ~ WEP: you decide to setup the basic data encryption with a
defined network key.

27
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m Shared Key + WEP
You decide to apply both authentication and data encryption to prevent

unauthouized login.
m WPA-PSK + TKIP & WPA2-PSK + TKIP

The most advanced authentication and data encryption that provide the best
security protection.
7.4. ASCII/ PASSPHRASE

The most advanced authentication and data encryption that provide the best security
protection.

m ASCII: You should provide either 5 or 13 ASCII

characters on Network key edit box.

m PASSPHRASE: You could input words on Network

Key edit box.
64 bits: The generated pass key is 64-bit to be
complied with data packets.
128 bits: The generated pass key is 128-bit to be
complied with data packets.

m Hexadecimal: While both ASCII and PASSPHRASE are not checked,
you should input hexadecimal number in the network key box. For
example, 10 digits hex number for 64-bit WEP or 26 digits hex number
for 128-bit WEP.

7.5. Key index (1 ~4)

At most four key index to represent the opposite network key.



B. Advanced Page

Users could setup the advanced characteristics of network packet for transmission on

this page.

General | Advanced | Stalishes | ICS |

General:
Beacon Intenvak:
hoo
DTIM Period:

Preamble Mode:

Short W off— ey w

[ Set Defadts ] [ Apply

1. Beacon Interval

This filed indicates the interval between each beacon that this AP sends out
in unit of TU (1024 micro-seconds).

2. DTIM Period
The DTIM Period field is the number of Beacon intervals between successive
DTIMs.
3. Preamble Mode
m  Long: higher quality but with lower performance

than preamble short mode.

m  Short: Normal quality but with higher

performance then preamble long mode.

m  Auto: select the proper preamble mode by

current signal frame information.
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C. Statistics Page
The Tx/Rx status of current wireless connection is shown. A statistic analysis of

packet transition is listed.

| Counter Mame Value ;
| Tx OK 92
| Tx Error i)
| Tx Retry o
| Tx Beacon OF o
| Tx Beacon Error 0
| R OK 0
| Rx Packet Count

| R Retry

| R CRC Error(D-500)

| R CRC Error(S00-1000)

| Rx CRC Error(>1000)

| R ICV Error

L Reset |
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D. ICS Page

General | Advanced | Statisties | IC3

Setting Internet Connection Sharing (IC5)

Conniarme Device Marne
¥ Local Area Connection  Marvell Yukon 88E8056 PCI-E Gigahit Ethernet Contre

Public Metwork
Loca Area Connection Marvell Yulkon 88EBOSE PCI-E Gigabit Ethermet Cantroller

[ Apply ]

1. ConnName List all network connections to this system. You can pick up
one from the listed item(s) whose network domain you would want to connect to.
2. Select
Make the desired network connection to public network.
3.1CS
Internet Connection Sharing. It enables this AP to create the domain to
share this internet/intranet network connection
4. Firewall
Any of a number of security schemes that prevents unauthorized users from

gaining access to a computer network, or that monitors transfers of information to
and from the network.

5. Apply
Execute the current settings.
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Appendix 1: How to Use 802.1x ( Step by Step )

Wireless network properties

Erofile |802.11g-551D
Network

[ | This iz a computer-to-computer(ad hoc) network; wireles

Confirm network key: |

Key index (advanced):

access points are not used. Channel
Wireless network security 802.1x configure
This network requires a key for the EAP TYPE : !TLS [l
Netwaork Authentication: iWPA 802.1X [ v i
! Tunnel ;

Data encryption: ITKIP =

Identity : | tester

Password :
Network key: | Certificate : "Tester" "RTWWLAN" |:|

Step 1 : Set Network Authentication mode to WPA 802.1x ,or WPA2 802.1x

Network Authentication: | wea 802.1% qu

Open System
Data encryption: Shared Key
WFPA-PSK

- |WEPAZ-BSI
WEA 802.1X
WEAZ 8TZTX
WEP B02.1x

Step 2 : Set Data Encryption to TKIP ,or AES

Data encryption: -;E\ES | w

AES
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Step 3 : Set EAP Type to MD5, GTC , TLS, LEAP, TTLS ,or PEAP

802.1x configure

EAPTYPE: |TTLS ]
Tunnel : .CHAP [nec]
v  [cHAP
HEERBHIE S i c CHAP
MSCHAP-VZ
Identity PAP

Step 3.1.1 : When set TTLS, set Tunnel Type to CHAP , MSCHAP ,
MSCHAP-V2 , PAP , or EAP-MD5

802.1x configure

EAPTYPE: |pEAP (v
Tunnel : MD5 b
8 ~ [mBs :
sername . T
_ TLS
Identity : MSCHAP-VZ

Step 3.1.2 : When set PEAP, set Tunnel Type to MD5, GTC, TLS, or
MSCHAP-V2

Certificate : | astar™ "RTWLAN" {1 .

Step 3.2 If you do not set PEAP to TLS ,you could use certificate.

Usernams :

Identity :

Password :

Step 4 : After you finish above steps.

You should fill up the following fields( Username , Identity , Password ).
User name : Certificated user name .

Identity : User’s identity on the RADIUS server

Password : User's password on the RADIUS server

802.1x configure

EAPTYPE: |GTC [ v
GTC

Tunnel : ITiS
LEAP

Username : |TTLS
PEAP

Identity :
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FCC INFORMATION

The Federal Communication Commission Radio Frequency Interference
Statement includes the following paragraph:

The equipment has been tested and found to comply with the limits for a Class
B Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction, may cause
harmful interference to radio communication. However, there is no grantee that
interference will not occur in a particular installation. If this equipment dose cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on , the user is encouraged to try to correct the
interference by one or more of the following measures:

--Reorient or relocate the receiving antenna.

--Increase the separation between the equipment and receiver.

--Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
--Consult the dealer or an experienced radio/TV technician for help.

The user should not modify or change this equipment without written approval
Form loopcomm technology. Modification could void authority to use this equipment.



